ABSTRACT The emerging technology breakthrough of the Internet of Things (IoT) is expected to offer promising solutions for indoor/outdoor healthcare, which may contribute significantly to human health and well-being. In this paper, we investigated the technologies of healthcare service applications in telemedicine architecture. We aimed to resolve a series of healthcare problems on the frequent failures in telemedicine architecture through IoT solutions, particularly the failures of wearable body sensors (Tier 1) and a medical center server (Tier 3). For improved generalisability, we demonstrated an effective research approach, the fault-tolerant framework on mHealth or the so-called FTF-mHealth-IoT in the context of IoT, to resolve essential problems in current investigations on healthcare services. First, we propose a risk local triage algorithm known as the risk-level localization triage (RLLT), which can exclude the control process of patient triage from the medical center by using mHealth and can warn about failures related to wearable sensors. RLLT performs this initial step towards detecting a patient's emergency case and then identifying the healthcare service package of the risk-level. Second, according to the risk-level package, our framework can aid decision makers in hospital selection through multi-criteria decision making (MCDM). Accordingly, mHealth can connect directly with the servers of distributed hospitals to ascertain available healthcare services for the risk-level package in those hospitals. The time of arrival of the patient at the hospital (TAH) is considered for each hospital to reach a final decision and select the appropriate institution in case of medical center failure. This paper used two datasets. The first dataset involved 572 patients with chronic heart disease. Their triage levels were evaluated using our RLLT algorithm. The second dataset included hospital healthcare services with two levels of availability within distributed hospitals to show variety when testing the proposed framework. The former dataset is an actual dataset of services collected from 12 hospitals located in the capital Baghdad, which represents the maximum level of availability. The latter is an assumption dataset of the services within the 12 hospitals located in the capital Kuala Lumpur, which represents the minimum level of availability. Subsequently, the hospitals were prioritized using a unique MCDM method for estimating small power consumption, namely, the analytic hierarchy process (AHP), based on a crossover between the ''healthcare services package/TAH'' of each hospital and the ''hospital list''. The results showed that the AHP is effective for solving hospital selection problems within mHealth. The implications of this study support the patients, organizations, and medical staff in a modern lifestyle. 
I. INTRODUCTION
This decade has witnessed the rapid growth of technological developments in many research fields. The Internet of Things (IoT) is the most recent development that has already started to substantially impact every aspect of our lives, including sports, healthcare, industry and the environment [1] . IoT has a promising future in healthcare for managing patients remotely and seamlessly under healthcare services and medical care. Remote healthcare service is the most crucial area in relation to patients' lives. Studies on the invention of intensive methods are continually conducted towards the evolution of novel applications in telemedicine and medicinal sciences [2] . IoT plays a key part in making telemedicine a major centre of interest in the research domain [3] , [4] . The Interaction, Things, Process and Data (ITPD) parameters, are often regarded as the fundamental aspects of IoT sectors. ITPD was presented by Ray [5] in 2014. Interaction denotes how a user becomes attached to a system (e.g. network technologies 3G/4G, Wi-Fi, bluetooth low energy [BTLE] and NFC). Meanwhile, an example of Things are wearable devices that act for several objects that collect Data from hardware, cloud-processed data and raw data related to sensors from environments through the intervention of sensors. Process involves the operations of hardware platforms and the cloud and is the core of all the parameters in effectively managing and engaging with patients and IoT-enabled technology.
Telemedicine is the medical application of information technology for consultations with patients outside hospitals by using digital imaging systems or video conferencing. Telemedicine has a three-tier architecture: Tier 1 represents the medical body sensor; Tier 2 is mobile health (mHealth) (both Tier 1 and Tier 2 denote the client side); and Tier 3 represents the medical centre server side, which connects and manages the distributed hospitals' servers [6] - [13] . Recently, IoT showed potential in generating exceptional changes to distributed hospitals and medical centres, especially in managing day-to-day clinical operation efficiency and remotely monitoring the health conditions of hospitalised patients [2] . Researchers are currently trying to expand such solutions around IoT technologies and seeking superior control over operational processes and gain efficiencies to reduce the time for providing superior healthcare. Safety, reliability and cost efficiency are the desired goals attained with IoT apps in remote health sectors [2] , [14] - [19] . By 2020, the global IoT-enabled healthcare service market is expected to increase from 32.4 billion USD in 2015 to 163.2 billion USD, at a compound annual growth rate of 38.1% through this forecast period [2] .
In addition, the burden of cardiovascular disease is growing worldwide and is projected to emerge as the number one cause of death worldwide by 2020 [20] , [21] . Triaging patients to detect their emergency levels is performed
The associate editor coordinating the review of this manuscript and approving it for publication was Lin Wang. after evaluating their vital signs [22] , [23] . Triaging is required to link with compatible healthcare service packages and complete the processing of healthcare service provisions [22] , [150] . Five healthcare service packages can be provided remotely to patients with chronic heart disease (CHD): Packages 1, 2, 3, 4 and 5 correspond to the emergency levels of risk, urgent, sick, cold state and normal [24] . In the current research, only the first package (package 1) are adopted according to our previous work [24] which considered the most important package of services in the patients' live [22] , [24] , [150] . The benefits of telemedicine include a vast bibliography, but practical challenges remain in organising risk management in the context of the continuous improvement of remote healthcare services [25] . Several challenges addressed in telemedicine related to healthcare services cause failures in telemedicine architecture; these failures can significantly affect inpatient life and lead to link outage, potentially leading to severe consequences, as discussed below.
Medical centre server (Tier 3) failures are caused by (i) scalability challenges when patients increase, which occurs in different aspects, namely disasters and mass casualty incidents (MCIs), aging population (corresponding to a rise in demand for healthcare services, followed by visiting doctors online) and network congestion [22] , [26] , [27] that causes either medical centre failure or network failure between Tiers 2 and 3. (ii) Server failure challenges also constitute a complex issue because of the many possible configurations of the client-server environment and the failure modes of client, server and network devices, where the availability of such structure is a complex matter [28] - [32] .
Wearable body sensor (Tier 1) failures occur when sensor characteristics indicate partial or complete failure, which can degrade the performance or even destroy the stability of the overall telemedicine systems [33] . Network congestion caused by network failure between Tiers 1 and 2 will also cause a shortage in data transmission in the client side [22] . In this case, measuring the patient's condition is either inaccurate or was not carried out in the first place.
Additionally, developing countries usually continue to suffer from a wide shortage of physicians and hospitals. Thus, patients in these countries endure the physical and monetary burdens of traveling around the country to see physicians. However, these countries may not easily agree to increasing the number of hospitals because of their economic conditions [34] . Hence, instead of adding a few new hospitals, they would rather deploy as many telemedicine facilities-which generally cost much less than hospitals-as they can [34] .
The motivation for this research is to continue providing healthcare services within mHealth for remote patients with CHD, especially for patients with risk-level emergency case, and recover from the aforementioned failures. Providing health consultancy indoor/outdoor can support patients with CHD through a distinctive quality of care in a modern FIGURE 1. High-level abstract of telemedicine architecture during various failures [24] .
lifestyle and maintain their independence in a normal living environment.
The fault-tolerant concept is defined as 'the property that enables a system to continue operating properly in the event of the failure (or one or more faults within) some of its components' [35] . Fault-tolerance in a distributed system is the ability to isolate and recover from failures, self-heal and have no single point of failure [36] , [37] . This property can be implemented in different ways [37] . In this context, a fault-tolerant framework in telemedicine architecture should be proposed to recover telemedicine system parts from the addressed failures. On the basis of our previous work in [24] , Fig. 1 shows the high-level abstract of telemedicine architecture failures related to Tiers 1 and 3. The figure also illustrates the direct provision of services from distributed hospitals' servers to mHealth without the medical centre server. mHealth represents the attractive parts in telemedicine architecture and offers the potential for combining sensor networks and information to improve patient care and provide healthcare services. The definition from [38] states, 'M-health is the application of mobile computing, wireless communications and network technologies to deliver or enhance diverse healthcare services and functions in which the patient has the freedom to be mobile, perhaps within a limited area'. mHealth is an important link between Tiers 1 and 3, and it focuses on the mobility of patients in relation to the healthcare system. This paper presents a fault-tolerant framework on mHealth (FTF-mHealth-IoT) within telemedicine architecture in the context of the four fundamental sectors of IoT parameters (ITPD). Fig. 2 illustrates the interaction between IoT-enabled technologies and the multi-layer architecture of FTF-mHealth-IoT. The core of these parameters is to efficiently manage and correlate patients and IoT-enabled technologies as follows:
Interaction involves the acquaintance of patients with sensors in and around them (e.g. through network technologies 2G, 3G, 4G, GPRS, Wi-Fi, NFC and BTLE). It can represent the GPS inside mHealth to interact with distant hospitals in calculating the TAH.
Things are wearable CHD sensors (ECG, SPO 2 and BP) that can be attached to the patient's body indoor/outdoor and connects to the network and sharing information in WBAN.
Process concerns the technological processes executed firstly by the RLLT algorithm to automate data gathering from CHD sensors and text to improve triage accuracy. It also encompasses the accumulation, communication and analysis of healthcare service data and TAH gathered from distributed hospitals as processed by our decision-making technique (AHP) in real time to select the best hospital.
Data can be collected from sensors and can include healthcare service data and TAH collected from distributed hospitals. mHealth can stream data online in a bidirectional way with the distributed hospitals' servers through the Internet.
The remaining parts of this article are as follows. Section 2 discusses the Literature review. Section 3 reports the Methodology of the FTF-mHealth-IoT framework. Section 4 presents the Results and discussion. Section 5 highlights the Limitations. Section 6 focuses on the Recommendations for future work. Finally, Section 7 presents the Conclusion of the research. 
II. LITERATURE REVIEW
This section presents a detailed literature review related to the categories Tiers 1, 2 and 3.
A. TIER 1
Sensors play an ever more important role in medical technologies, with the aim of simplifying their operation and making medical devices safe and effective. According to [39] , 'The common problems of control congestion in many data networks, such as WSNs, result in packet loss, increasing end-to-end delay and excessive energy consumption due to retransmission'. In [40] , a protocol for congestion detection was proposed by adopting multi-biosensors based on the type-2-fuzzy logic system. In [41] , the Healthcare Aware Optimized Congestion Avoidance and Control Protocol was introduced for a medical health app for active queue management, and multi-path QoS aware routing was adopted. In [39] , an optimised congestion management protocol was proposed for a wireless sensor network in two stages: 1) by avoiding congestion through an AQM scheme and providing QoS and 2) by using three mechanisms for congestion control.
B. TIER 3
This category includes two areas: (1) security and privacy and (2) remote monitoring. Under security and privacy, the study of [37] proposed a mechanism that focused on integrity, confidentiality and fine-grained access to outsourced medical data generated by medical sensor networks. The focus on [42] is the security of the ehealth society through the incorporation of a low-cost and secure communication system. In [43] , a remote monitoring system that includes nano networks inside the body of the patient was presented, and the current trends, security challenges and requirements in the WBAN were investigated.
Remote monitoring includes studies on E-triage servers and the provision of services. The E-triage server refers to the triage process located in the onsite rescue control centre for managing and monitoring patients' vital signals. In [44] , a monitoring system that uses a photoplethysmograph in emergency rooms, which allows healthcare professionals/physicians to collect the pulse rate and temperature of patients in a comfortable and constant manner, was proposed. In [45] , a wireless pulse oximeter prototype was developed to measure data gathered from patients. Clinical analysis by a central unit assists and coordinates first-aid teams and updates information on the clinical status and locations of patients.
Service provision is an attractive and important part of telemedicine because it facilitates the treatment process of patients. The investigations of [46] - [51] focused on supporting an alert emergency service generated when patients' vital signals change to abnormal levels to notify the emergency medical teams and caregivers. In [52] - [55] , several services to patients, such as recommendations, tips, drug prescriptions and telehealth consultation, were presented. The study of [56] presented a system to promote emergency treatments and confirmed the necessity of a cloud computing system for emergency rural health to mitigate deaths from time delays during patient transportation and the shortage of appropriate and timely first-aid. Furthermore, [57] provided healthcare services on-the-fly through vehicles in the case of travelling patients. First-aid operations and services that can be provided while the patient is in an ambulance were developed in [58] . Finally, [59] proposed a novel telehealth elderly healthcare service that connects remote physical therapists to seniors at home by providing verbal, auditory and visual cues to support correct exercise movements.
C. TIER2 (mHealth)
The category of mHealth can be divided into three areas as follows.
1) TREATMENT SUPPORT AND DISEASE SURVEILLANCE
The main role of both aspects is to 'observe, predict and minimise the harm caused by outbreaks, epidemics, and pandemics and increase knowledge about the factors that contribute to such circumstances' [24] , [60] . Studies in this topic support patients in monitoring and managing their body temperature, blood pressure, chronic diseases and heart rate to obtain services from Tier 3 (server side) as a response to using mHealth. A mobile machine learning model for monitoring cardiovascular diseases (M4CVD) from a clinical database was presented in [61] . A monitoring system based on the new Arduino mega micro-system device that uses blood pressure, body temperature and heart rate by implementing algorithms to analyse real-time signals, fuse multi-sensor data and transmit these signals through an Xbee module was presented in [62] . MobiPatterns, a mobile monitoring app that continuously monitors patients with diabetes via smartphones and a biometric device, was put forward in [63] . In [64] , a diabetic mobile app was introduced which provides patients with the proper services through low-level invasive impact technologies using new process models meant to integrate the software components and share information. In [64] , a 'Jeev software app' for tracking the vaccination coverage of children in rural communities was highlighted. The study of [65] presented a Mo-Buzz system using social media for preventing dengue in Sri Lanka and Southeast Asian regions. A treatment mechanism that provides personalised daily interactive sessions for patients with major depression according to the patient's history data, clinical requirement and current responses was presented in [66] . A coaching approach known as a personal coaching system was developed in [67] using body sensors that are integrated with smart reasoning and context-aware feedback to support patients' healthy behaviour. In [6] , a general approach was introduced to assist in managing patients with an acute coronary syndrome. This approach was built via a data-driven platform for an urgent decision support system for ambulance and emergency medical services.
2) TRIAGE OVER mHealth
The term 'triage' comes from the French word 'trier', which means 'to sort'. The concept was used in warfare systems to prioritise all casualties and give urgent care to the most critically injured. The triage process generates accurate information on patients' health conditions, such as risk, urgent, sick, cold state and normal [7] , [22] . According to the triage environment, the studies can be classified into two directions: triage-based disaster casualties and incidents and triage-based home monitoring.
a: TRIAGE-BASED DISASTER CASUALTIES AND INCIDENTS
In MCIs, 'the first triage of all injured individuals is essential in the processes of the medical team. Due to the challenges in the accident area, the medical team should implement correct and advisable steps when encountering casualties in the field, and this usually causes inefficient treatments of casualties or misleading information forwarded to the executive emergency physician (EEP)' [68] , [69] . The research of [69] presented a project (AUDIME) based on a handsfree approach for mobile or wearable devices and capable of evaluating the social acceptance and usability of wearable devices in the context of MCI management. The study of [70] proposed a platform for body-worn vital signal monitoring of ECG, SpO2, body temperature and multichannel auscultation for developing a field accident and emergency centre intelligent monitoring system to support the allocation of medical resources in a disaster environment. In [71] , the authors utilized machine learning techniques to develop a real-time system that can help patients using mHealth E-triage accomplished via crowd-sourced and sensor detector information. A diorama-based system was presented in [72] to enable awareness searching and rescue operations in urban environments in indoor/outdoor settings and for triaging patients by RFID to mark the patients' locations and points of interest. A ripple project presented in [73] involved the creation of a medical body area network of sensors for the triaging process in disaster scenarios.
b: TRIAGE-BASED HOME MONITORING
The study of [22] presented a multi-source healthcare architecture framework for telemonitoring systems amongst integrated multiple sources and text by an adaptive data fusion method. The study improves healthcare scalability efficiency by triaging remotely in Tiers 1 and 2 and enhancing prioritisation for patients with CHD in Tier 3. The result of the triage process includes five emergency levels: risk, urgent, sick, cold state and normal.
3) NETWORK FAILURE BETWEEN TIERS 2 AND 3
The studies in this section focused on tracking and interacting with patients through mHealth when communication links are lost between Tiers 2 and the medical server side. The work in [74] introduced a tracking prototype of WPAN technology for pilgrims when disasters occur and enables communication even in tower-less areas by adopting ZigBee. The system incorporates two modules: surveillance-side and person-side control. The investigation in [75] considered an mHealth system used in tsunami-stricken disaster scenario recovery in environments without functional telecommunication services. In this system, vital signals are transmitted over D2D and LTE-direct technologies by ad-hoc networks to restore the lost communication links. In [76] , the authors presented power management protocols and a framework that models the complex decision logic involved in leveraging mobile ad-hoc networks for diverse patient monitoring scenarios. Finally, [77] presented a temporary ad-hoc network for the technical feasibility of medical alarm dissemination in urban environments by using mobile devices to the nearest hospital or by medical field personnel when failure or congestion occurs within infrastructure-based communication networks.
D. GAP ANALYSIS FOR TELEMEDICINE APPLICATIONS
In Tier 2 (mHealth), all studies presented various healthcare systems and applications that are completely controlled from the server side. Only a few investigations introduced restricted solutions in the case of interruption or breakdown of communications between Tiers 2 and 3 by using an ad-hoc network; however, efficient QoS provision for the mobile ad-hoc network represents a challenging task, particularly for different types of traffic [78] . Thus, modern healthcare systems that use ad-hoc networks have several critical requirements and challenges, such as reliability and timely access to diagnostic information without failure, compared with the traditional wireless network [79] .
In conclusion, none of the studies in the literature considered a fault-tolerant framework when the mentioned failures occurred in the telemedicine architecture. Studies that investigated the delivery of healthcare services by mHealth still experienced challenges when network failure [22] or medical centre server failures occur at Tier 3 [7] , [80] . Delivering healthcare services in accordance with the abovementioned problems remains unaddressed [7] , [61] , [80] . Moreover, a new local triage algorithm for risk emergency case by mHealth should be proposed to exclude the control process of triage from Tier 3 when failures happen at this side and to stimulate (alarm) the patient when failures happen at Tier 1. Failures at Tier 3 or even in its network mean that mHealth should be connected directly with distributed hospitals to select the best one. Thus, an understanding of the exact hospital selection criteria and their weights is important [81] , [82] . Issues about hospital selection are described in the next section.
E. OPEN ISSUES AND CHALLENGE FOR HOSPITAL SELECTION
The descriptions of the specific problems of the general problem, namely hospital selection, within the FTF-mHealth-IoT framework in terms of issues are as follows:
First issue: As a study case, the first attribute, which is healthcare service package for CHD which is package 1 (as mentioned in the Literature Review Section), can cater to patients from hospitals through several services according to the triage risk-level [7] , [22] . The second attribute is TAH, which is an important factor for selecting the appropriate hospital spatially with the crucial conditions of CHD patients [83] - [85] . Therefore, hospital selection regarding multi-attribute facets (healthcare services package and TAH) with respect to the proper weight assigned for each attribute is considered a multi-attribute decision matrix [6] , [86] .
Second issue: Different weights are often given by decision makers (doctors) to the mentioned attributes, thereby further increasing the complexity of the task [87] , [88] .
Third issue: Whenever the service availability within hospitals is at a high level and the TAH takes a little period of time, this situation has a significant impact in the selection of the best hospital [89] - [91] . Essentially, this challenge comes from conflicting terms, specifically, the conflict amongst attributes and amongst data. Thus, this inverse relationship occurs between both attributes causing a trade-off.
Fourth issue: The TAH and the availability of services vary from one hospital to another [83] , [87] , [92] . Therefore, the selection process involves simultaneous consideration from multiple attributes of distributed hospitals in different situations, which generate data variation. The changing of TAH happens when the patient moves. Hence, the hospitals' data represented by services and TAH are frequently changed and cause a data variation problem.
In conclusion, the selection process of hospitals within mHealth is a complex multi-attribute decision-making problem [93] , [94] , in which hospitals are considered available alternatives for the decision makers. The configuration of the problem statement is illustrated in Fig. 3 .
Accordingly, the multiple decision-making method (MCDM) must be used as a recommended solution to solve this complex situation. MCDM is defined by Keeney and Raiffa [95] as 'an extension of decision theory that covers any decision with multiple objectives'. 'A methodology for assessing alternatives on an individual, often conflicting criteria, and combining them into one overall appraisal.' Stewart and Belton [96] defined MCDM as 'an umbrella term to describe a collection of formal approaches, which seek to take explicit account of multiple criteria in helping individuals or groups explore decisions that matter'.
In any rank of the MCDM, a definition of fundamental terms is required and must contain the DM and its attribute [97] - [102] . An evaluation matrix includes n attributes and m alternatives, which must be identified. The intersection of an attribute and alternative is defined as z_ij. Hence, we have a matrix (z_ij)_ (m * n)' explained as follows:
where Y 1 , Y 2 , . . . ,Y m are suitable alternatives that decision makers must rank. X 1 , X, . . . ,X n are the attributes/criteria against which the performance of all alternatives are evaluated. z ij is the rating of alternative Y i with respect to criterion X j , and W j is the weight of criterion X j . For example, DM is assumed to be the DM utilised to score and rank the alternatives Yi according toX j . Table 1 illustrates an example of the multiple attribute problems expressed in [103] - [106] , [152] . Note that the data in the flowchart cannot be easily evaluated due to the large numbers of X2 and X3 (Fig. 4) . Various MCDM theories have been discovered. The advantages and limitations of these MCDM methods are organised in Table 2 [87], [107] - [119] .
MCDM methods have been applied to different healthcare applications. However, none of these methods has been used in mHealth to rank hospitals as a fault-tolerant system [24] . In the present research, the AHP method is recommended for use within mHealth reviewing the relevant literature was reviewed. Saaty developed AHP, an effective analytic tool widely used in several academic and practical fields. Moreover, Saaty introduced AHP as three levels: the objective (goal) of the model, the criteria and the alternatives. The aim of AHP is to identify the relative superiority of all alternatives and prioritise them. Accordingly, the relative importance (weights) modelled the criteria (of healthcare services package and TAH) that are estimated using numerical data and are applied to evaluate each alternative (hospitals). The crucial characteristic related to AHP is the use of pairwise comparison based on experts' judgments, which are used to compare the alternatives concerning the different criteria and estimate the criteria weights [120] . AHP is widely adopted for the ranking matter on medical scatter. It is suitable for cases with attributes and alternatives and rapidly identifies the most suitable alternative to mHealth. Furthermore, AHP is capable of mitigating the complexity of decision making in a reliable way. Thus, the current trend with respect to the MCDM uses the AHP method to compensate for the strength point in a single method [3] , [121] - [125] , [151] . The two stages of AHP for fully ranking hospitals must be used. Table 1 .
Both stages will be explained in detail in the Methodology section.
III. METHODOLOGY
The presented Methodology section are derived from the two phases discussed in our previous study [24] and demonstrated in Fig. 5 .
A. IDENTIFICATION PHASE
The following subsections discuss the six stages presented in this phase to propose the DM.
1) IDENTIFY THE TARGETED TIER WITHIN THE TELEMEDICINE ARCHITECTURE
Tier 2 is the targeted tier. The following requirements for the proposed framework should be achieved to overcome the mentioned issues and the general problem.
• Detect the triage risk-level to identify healthcare service package of this level for patients with CHD.
• Alert the patient in case of failure at Tier 1.
• Provide a specific weight to healthcare services package and TAH for experts to evaluate hospitals.
• Possess the capability to rank and order each hospital based on their available services and TAH and prioritise them in a queue.
• Build two datasets. The first dataset is for the patients with CHD to feed the triage process. The second dataset is for the hospitals' healthcare service dataset to feed the decision matrixes for hospital selection.
2) IDENTIFICATION OF PATIENTS WITH CHD AND THE DATASET
Patients were identified as remote home monitoring patients with CHD. Three sensors were utilised to measure and monitor the patients' vital signals, consisting of ECG, SpO2 and blood pressure, and the texts additionally used. Text data (complaints) were used in this research as a medical source to ask patients four questions that can be answered by 'yes' or 'no'. A dataset comprising 572 patients was involved and adopted in this research from [7] , [22] . For all datasets used, males constituted 60% and females the remaining 40%. Furthermore, 50% of the patients were 40-65 years old, 40% were over 65 years old and 10% of the patients were under 40 years old.
3) PROPOSAL OF A NEW ALGORITHM FOR RLLT WITHIN mhealth FOR TRIAGE AND DETECTION OF TIER 1 FAILURES
A new triage method known as RLLT for the telemedicine architecture is proposed and derived from our previous study [24] . The requirement for constructing the RLLT algorithm, general scheme, workflow, data fusion module and considered theory for data processing are derived from [24] . The mathematical representation of RLLT was also established using evidence theory and if-then statements according to the mathematical representation of Dempster-Shafer theory. The outputs of this module include four types of decisions: triage code (TC) value, triage level, healthcare services package 1 and alarm (Table 3 ).
4) IDENTIFICATION OF DISTRIBUTED HOSPITALS
This study adopts 12 hospitals as 'a proof of concept' to represent the alternatives in the DM. To test the framework in several directions, 12 hospitals located in the capital Baghdad (Al-Karkh) are first used to test the first scenario, and another 12 hospitals located in the capital Kuala Lumpur are employed to test two other scenarios. The locations of hospitals within each city are specified on the map.
5) IDENTIFICATION OF HEALTHCARE SERVICE PACKAGE DATASET AND TAH
To represent the attributes (or criteria) in the DM, the first attribute, namely healthcare service package, is explained in Table 3 . TAH represents the second attribute. Healthcare services in distributed hospitals vary in several aspects, with some services available in some hospitals but unavailable in others. This situation is a natural scenario in hospital work when the demand for healthcare services increases. According to [126] , 'HeRAMS (Health Resources & services Availability Mapping System) is a standardized approach supported by a software-based platform that aims at strengthening the collection, collation, and analysis of information on the availability of health resources and services in humanitarian emergencies. The key information that HeRAMS is assessing includes the availability of the health services, accessibility, functionality status, health infrastructure and human resources at PHC centers and secondary care level. The current assessment considered the public hospitals (MOH general and autonomous hospitals) and public Primary health care PHC centers'. Therefore, health services in hospitals vary in terms of availability at a maximum or minimum level. In this context, service availability in both maximum and minimum levels should be identified to show the variation between the 12 hospitals. Therefore, a dataset services is collected from 12 hospitals located in the capital Baghdad (Al-Karkh) to represent the maximum capacity of services (fully available). Conversely, the minimum level of service availability of package is represented by the assumption dataset within 12 hospitals located in the capital Kuala Lumpur.
To identify the TAH, the motion detector app uses a built-in GPS to measure the movements of the patient in a mobile environment via social network services. Online social network services can easily obtain the patient's location and TAH owing to the increasing popularity of GPS-enabled mobile devices [127] . The justification of TAH as the second criterion in the DM can be specified by using three assumptions on the map. The first assumption is Location A in the 12 hospitals located in Al-Karkh in Baghdad. The second and third assumptions are Locations B and C in the 12 hospitals located in Kuala Lumpur. Three scenarios are identified through the two hospital datasets, and the three patient locations are shown in detail in the Results and Discussion section. The proposed DM is illustrated in the next section.
6) PROPOSED DM IN mHealth
The proposed DM is based on the crossover of (1) healthcare services package /TAH and (2) hospital lists according to the availability of multiple services in each hospital and the TAH. 
a: DESCRIPTION OF DM FOR PACKAGE
A decision matrix is proposed to rank the 12 hospitals. The DM will evaluate each hospital according to service availability and TAH, as explained in Table 4 .
b: DM EVALUATION
The services and TAH exert different effects on the hospital evaluation. Fig. 6 shows the framework for identifying the DM. The process of DM evaluation is as follows. The RLLT algorithm is used to measure the triage level based on the patient's vital signs received from Tier 1. The output of this algorithm is represented as a TC value to identify the risk-level triage, which is linked to healthcare services package. The FTF-mHealth-IoT framework can then identify the DM of the package, and requests are sent to hospitals to obtain data representing services based on the IoT parameters (ITPD). If the services are available, they will be evaluated as 1; otherwise, they are evaluated as 0. TAH will also be evaluated according to four groups of time measures: the shortest time (SstT) is 0-15 minutes, the short time (ST) is 15-30 minutes, the long time (LT) is 30-45 minutes and the longest time (LstT) is 45-200 minutes.
B. DEVELOPMENT PHASE
Ranking hospitals is a multi-attribute decision-making problem; thus, weights should be set based on the objectives of experts. In this situation, six evaluators should set the preference weights for the two attributes in the DM.
1) DECISION-MAKING SOLUTION DEVELOPMENT IN mHealth FOR RANKING HOSPITALS BASED ON AHP
First, the MLAHP calculates the weights of the main criteria (healthcare service package and TAH) and sub-criteria (multiple services). Thereafter, the AHP is used to determine the weights of the grade of criteria importance (GCI) for (1) each service criteria (available and unavailable) and (2) TAH criteria, namely SstT, ST, LT and LstT. Then, the AHP is used to score and rank the hospitals on the basis of the quantitative information through which the criteria are measured. Therefore, hospitals with the SstT to the patient with the maximum level of available services should have high priority, whereas those with the LstT to the patient with the minimum level of available services should have low priority. The MLAHP-AHP method structure is presented in Fig. 7 .
a: MLAHP FOR SETTING WEIGHTS FOR THE MAIN CRITERIA AND SUB-CRITERIA
Several steps are implemented to assign the proper weights to the main criteria and sub-criteria using the MLAHP. The MLAHP procedure includes the following steps [114] , [128] - [134] .
i) DECOMPOSE A DECISION PROBLEM INTO A DECISION HIERARCHY
Problem modeling needs to be designed as a hierarchy consisting of the decisive goal, the main criteria and the subcriteria. The hierarchy of the main criteria and sub-criteria of package used in the MLAHP pairwise comparison is demonstrated in Fig. 8 . The first layer has two main criteria, namely healthcare service package and TAH. The second layer in packages 1 has six multi-service sub-criteria. A pairwise comparison is performed between the main criteria with respect to the main goal to obtain the weights. Moreover, the sub-criteria of the same parent are compared with the criteria of their parent.
ii) CONSTRUCT THE PAIRWISE COMPARISONS
The MLAHP builds a pairwise matrix comparison to establish a decision, as follows: Elements Xji are obtained from Fig. 8 . 'The comparisons (relative importance) of each criterion in the first layer or sub-criteria in the second layer are measured according to a numerical scale from 1 to 9' [135]- [139] . These relative scales (from 1 to 9), as presented in Table 5 , are used to show the expert judgments for all the comparisons. Each expert should critically set these judgments based on their experience and knowledge.
iii) OBTAIN PRIORITY JUDGMENT RANKING SCORES
A pairwise comparison questionnaire is designed and distributed to a geographically diverse convenience sample of experts, namely cardiologists with expertise in CHD, to show the relative importance of the main criteria and the sub-criteria. The experts are asked to provide their judgments on the main criteria and sub-criteria by using scales (1 to 9) for comparison. They are also asked to rank the relative importance of package. A sample of the criteria pairwise comparison is presented in Fig. 9 . The experts reveal their judgments for each sub-criterion with respect to the healthcare service package (parent). In other words, the multiple services in the second layer are compared with their parents in the first layer by following the same pattern for the criterion. The number of required pairwise comparisons is n× (n− 1)/2 (15 comparisons), where n is the number of criteria used during the evaluation. At this stage, the MLAHP extracts the weight of importance of the healthcare service package and TAH and the related multiple services. The MLAHP is technically valid and does not require a large sample size [109] , [140] - [142] . Hence, six experts with over 10 years of experience are selected in this study. All comparisons for the healthcare and related services of the package are made at this point.
iv) BUILD THE NORMALISED DM
Every element of matrix A is normalised by dividing each element in the column by the sum of the elements in the same column to create the normalised pairwise comparison matrix A_norm. A_norm is the normalised matrix of A(1), where A(x_ij) is given by Equation (3.2). A_norm (aij) is expressed as 
v) CALCULATE ALL PRIORITY VALUES (EIGENVECTOR)
In this step, the MLAHP pairwise comparison uses mathematical calculations to convert the judgments for the weights of the main criteria and sub-criteria. A reciprocal matrix is created after obtaining the responses of the pairwise comparisons. The MLAHP pairwise derives the local priorities for each group at each level, which represents the importance of each service in each package with respect to the parent. Then, the global priority for each service, which represents the importance of each service with respect to the goal, is obtained. The weights of the decision factor i can be VOLUME 7, 2019 FIGURE 12. Hierarchy for the TAH criteria. where n is the number of compared elements. The MLAHP measurement steps should be designed to obtain the weights based on the preference of the evaluator. Fig. 10 presents the MLAHP measurement steps for the weight preferences that are used by the six evaluators for package.
vi) CALCULATE THE CONSISTENCY RATIO
The consistency ratio (CR), which expresses the internal consistency of the judgments, is calculated. The study of [118] defined the terms to develop a quantitative measure for the degree of inconsistency within a pairwise comparison matrix. The consistency index (CI) is calculated by Equation (3.5).
The random index (RI) is calculated by Equation (3.6).
The degree of inconsistency is measured by the CI. The corresponding measure for the degree of inconsistency of a pairwise comparison matrix is the RI. The CR is calculated by Equation (3.7)
The CR is the ratio of the CI to the RI. The CR, which was proposed by [116] and [117] , is a quantitative measure for the degree of inconsistency of a pairwise comparison matrix. A pairwise comparison matrix with a corresponding CR of not more than 10% or 0.1 is acceptable [116] , [118] , [143] - [147] . If the level of inconsistency is unacceptable, then the decision maker should revise the pairwise comparisons; otherwise, these comparisons will be ignored.
b: AHP FOR RANKING HOSPITALS
The AHP obtains the GCI weights for each service (available and unavailable) and TAH criteria (SstT, ST, LT and LstT).
In the same sequence, the AHP includes the same MLAHP steps above to calculate the weights for both procedures. At this point, the overall weights of the main criteria and sub-criteria are derived from the MLAHP. Thereafter, the AHP is used to score and rank the hospitals on the basis of the quantitative information through which the criteria are measured. The available alternative scores are ranked in descending order, and the hospitals are prioritised based on their available healthcare services and TAH. Aggregate scores only provide an idea of which hospitals are more appropriate than others. The AHP steps in this section to obtain the GCI weights for the service and TAH criteria are as follows:
i) DECOMPOSE A DECISION PROBLEM INTO A DECISION HIERARCHY
A sample hierarchy for one service criterion is provided in Fig. 11 , while the hierarchy for TAH is presented in Fig. 12 . A pairwise comparison is performed between each service criterion (available and unavailable) and the TAH criteria (SstT, ST, LT and LstT) to obtain the weights.
ii) CONSTRUCT THE PAIRWISE COMPARISONS
AHP builds a pairwise matrix comparison by using Equation 3.1. Elements X ji in this equation are obtained from each service hierarchy and TAH criteria. The comparison of each criterion is measured according to the numerical scales (1 to 9) presented in Table 5 .
iii) OBTAIN PRIORITY JUDGMENT RANKING SCORES
The same experts are asked to provide their judgments for the service criteria and TAH by using the nine scales for comparison. A sample of the criteria pairwise comparison in the evaluation form distributed to the experts is presented in Figs. 13 and 14 .
In other words, each service is compared with itself with respect to availability and unavailability. At this stage, the AHP identifies the weights of the GCI for each service criterion and TAH, and the experts' judgements show the importance. The number of required individual comparisons is n× (n− 1) /2, where n is the number of criteria used during the evaluation. The decision-making team is set up at this stage. The total number of GCI comparisons is 6 for the services criteria and 6 for the TAH criteria.
iv) BUILD THE NORMALISED DM
All the elements in matrix A that represent the service and TAH criteria are normalised by dividing each one in the column by the sum of the elements in the same column to create the normalised pairwise comparison matrix A_norm. A_norm is the normalised matrix of A(1), where A(x_ij) is specified by Equation (3.2). A_norm (aij) is expressed as shown in Equation (3.3).
v) CALCULATE ALL PRIORITY VALUES (EIGENVECTOR)
The AHP pairwise comparison uses mathematical calculations to convert the judgments to give the weights for the service and TAH criteria. The weights of the decision factor i can be calculated as Equation (3.4) . The AHP measurement VOLUME 7, 2019 FIGURE 16. Design of the measurement steps for ranking hospitals. steps should be designed to obtain the weights based on the evaluator's preference.
vi) CALCULATE THE CR
CI is calculated by Equation (3.5), RI is calculated by Equation (3.6) and CR is defined in Equation (3.7).
vii) AGGREGATION
All the required weights for the MLAHP and the GCI are calculated in this step. The result of the GCI weights for each service gain two weight values, with the first value representing the service in the DM which is available at the hospital and the second value representing the service in the DM which is unavailable. Moreover, the GCI values for TAH gains four weight values (SstT, ST, LT and LstT) to represent one in the DM. The structure measurements of the integrated MLAHP-CGI weights for ranking hospitals are presented in Fig. 15 . In the same context, Fig. 16 presents the DM measurement step design and the mathematical operations to determine the appropriate hospital. Aggregation is calculated by the summation of the service and TAH values (V) in each row. This value (VS_H) represents the final hospital score. As shown in Fig. 15 , the MLAHP weights, which were settled in Section 3.2.1.1, are integrated with the CGI weights, which were settled in Section 3.2.1.2, to obtain the final score after the aggregation process for each hospital. The aggregation value is obtained by multiplying the MLAHP and the CGI weights, as presented in Figure 16 . The figure gives the full description and calculations of the hospital rankings.
IV. RESULTS AND DISCUSSION
The results of the second and third phases are presented in this section. The ranking process results used in this research are presented in Fig. 17 .
A. SEQUENCE RESULTS FOR DM EVALUATIONS
Several sequences are first presented in this section to evaluate DM with different scenarios. These scenarios are based on the patient dataset for linking patients of risk-level with healthcare services package, the high and low hospital healthcare service level datasets from 12 hospitals VOLUME 7, 2019 in different cities and the patient locations within these cities.
1) PATIENT DATASET
The CHD patient dataset contains 572 patients. According to the results of the TC values, which are calculated by our proposed RLLT algorithm, there are 66 patients in the risk level. In this context, the results of the package 1 based on patient risk-levels are 66 package 1. Table 1 in the Appendix shows the complete patient dataset and the results of the TC values and healthcare services.
2) HOSPITAL HEALTHCARE SERVICE PACKAGE DATASET
The healthcare services package in the 12 hospitals is represented by the maximum and minimum levels of service availability as follows.
a: REAL HEALTHCARE SERVICE PACKAGE DATASET
The results of the data collection of real healthcare services package in the 12 hospitals are shown in Table 6 . The number of services below represents the maximum level of services in hospitals in Al-Karkh, Baghdad. For privacy reasons, this research did not mention the names of the hospitals and labeled them from 1 to 12 instead. In addition, the symbols of all the services within the package are mentioned and predefined in the Methodology section. 
b: ASSUMPTION FOR LOW-LEVEL HEALTHCARE SERVICE PACKAGE DATASET
The assumption dataset shows the various hospital rankings in terms of normal and abnormal service availability levels. The assumption dataset is used to represent abnormal service capacity in the evaluation process if low services occurred in the hospitals, as shown in Table 7 .
3) PATIENT LOCATION STATUS FOR DETERMINING TAH
A total of three assumptions for the patient locations in the two cities are presented based on our hospital datasets. The first assumption is Location A, which is in Al-Karkh in Baghdad. This location is evaluated with the real healthcare service dataset collected from Baghdad hospitals, as shown in Fig. 18 and Table 8 . The other two assumptions are Locations B and C, which are in Kuala Lumpur. These locations are evaluated with the assumption healthcare service package dataset. B and C differ from each other in terms of distance and time of the 12 hospitals in Kuala Lumpur, as shown in Fig. 19 and Table 9 . Table 10 illustrates three scenarios to show more than one scenario and cover the general evaluation states of the hospitals based on the previous subsections. Among the scenarios, first are dependent on patients in Location A in the real healthcare service dataset, and the rest are dependent on patients in Locations B and C in the low-level assumption of healthcare service dataset. The evaluation process for each location is likewise tested for patients in emergency risk case. The final evaluation results of the three scenarios are shown in Table 11 .
4) EVALUATION SCENARIOS

B. HOSPITAL RANKING RESULTS
The calculation of the weights is presented in the next subsections.
1) MLAHP SETTING WEIGHTS RESULTS FOR THE MAIN CRITERIA AND SUB-CRITERIA
The pairwise uses mathematical calculations to convert the judgments of the six experts into weights for the main criteria and sub-criteria. The original and normalised matrixes and the aggregation calculation measurements to obtain the weights of the main criteria and sub-criteria from the six experts are shown in Table 2 and Tables 3 in the Appendix. Furthermore, Tables 4 in the Appendix present the package multi-service local and global priorities from the six experts. This table shows that the overall CR for the six expert scores is an acceptable ratio of less than 0.1 [116] , [118] and [135] . The weights are listed below in Table 12 ; six services from the MLAHP sequence process results are included.
The maximum and minimum criteria weights obtained from the six experts are shown in Table 13 .
To summarise, the weight results of the MLAHP for each expert are presented. Clearly, the results show variances among the weights obtained from the six experts. Applying the arithmetic mean for the final weighs of the six experts is required to provide a ranking for the hospitals considering the overall DM according to [103] , [113] and [148] . The calculation of the arithmetic means for the final weights of the six experts for ranking the scenarios is illustrated in Table 14 .
2) AHP RESULTS IN RANKING HOSPITALS
The pairwise uses mathematical calculations to convert the judgments of the six experts into the GCI weights of the service (available and unavailable) and TAH criteria (SstT, ST, LT and LstT). The weight results of the GCI for each expert are presented in the following subsections. Clearly, the results show variances among the weights obtained from the six experts. Therefore, applying the arithmetic mean for the final weighs of the six experts is required to rank the hospitals considering the overall DM. The calculation of the arithmetic means for the weights of the six experts for ranking the scenarios is illustrated in the tables in each subsection.
a: GCI WEIGHTS FOR SERVICE CRITERIA
The final GCI arithmetic means weights of the service from the six experts are presented in Table 15 . The original and normalised matrixes and the aggregation calculation of the service criteria of packages 1 from the six experts are shown in Tables 5 in the Appendix. 
b: GCI WEIGHTS FOR TAH CRITERIA
In the same context, the final GCI arithmetic means weights of the TAH criteria from the six experts are presented in Table 16 . The original and normalised matrixes and the aggregation calculation for the TAH criteria of packages 1 from the six experts are shown in Tables 6 in the Appendix.
3) HOSPITAL RANKING RESULTS FOR SCENARIOS
The obtained MLAHP weights of the main criteria and sub-criteria and the obtained GCI weights of the service criteria and TAH are used with the scenario evaluations presented previously in Table 11 . The final results of the hospital rankings are shown in Table 17 .
The available hospitals' scores are ranked in descending order for all the scenarios, which are dependent on the AHP method. The AHP allocates the scores for all the hospitals dependent on the arithmetic means of the final weights of the MLAHP and the GCI from the six experts. The hospitals are ranked from highest to lowest based on service availability and relative TAH. In addition, the healthcare service datasets are classified into two levels in terms of service availability. The real hospital healthcare service dataset represents the maximum availability of services (high level) in Location A, and the assumption healthcare service dataset represents the minimum availability of services (low level) in Locations B and C. The results are debated on to show the differences in the hospital rankings regarding the varied service availability levels and patient locations, as explained below.
The obtained results provide conclusive evidence that the hospital-ranking process depends not only on the TAH criteria but also on the availability of services, which play a crucial role in the process of selecting the best hospital.
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The hospital-ranking process cannot be determined by a specific situation because numerous factors combine to impact the priority setting at the hospital level. For example, a hospital with three available services with the shortest TAH criterion may be better than a hospital with four available services with a short or long TAH criterion. In another example, two hospitals with the same number of available services with the same TAH criterion may gain different priority levels because one hospital may have services with a higher weight priority than the other. The first hospital may also have PSR, PST and PSD services with the MLAHP weights of 0.123, 0.138 and 0.145, respectively, whereas the second hospital may have POS, SA and PM services with weights of 0.109, 0.077 and 0.141, respectively. Although both hospitals in this case have the same number of services, their scores will differ based on the variety of the weights.
In addition, the results of scenarios 1 prove that when hospitals have the maximum level of service availability, the selection of the best hospital depends only on the TAH criterion. In these scenarios, the services of this package datasets are available, and thus the results of the hospital sequences for all the packages are the same. The results of scenarios 2 and 3 prove that when hospitals change their levels of service (the minimum level), the selection of the best hospital depends on the service availability and the TAH criteria. In conclusion, the ranking results of the AHP based on the arithmetic mean from the six experts are introduced, and the hospital rankings for more than one scenario are described and discussed.
V. RESEARCH LIMITATIONS
Most research has limitations which can be solved in future studies. The scope of this research includes a few limitations. Second generation telemedicine for real-time situations for the proposed framework have not yet been implemented. In addition, the framework of this study only connects patients with the best hospital but does not notify them of the types of services available after a hospital has been selected. The procedures for assessing health conditions also change frequently, which in turn affects the healthcare service provisions from the hospital to the patient. In other words, the changing health condition of the patient leads to changes in the appropriate hospital, but the proposed framework does not provide a solution for such situations.
VI. RECOMMENDATIONS FOR FUTURE WORK
The recommendations for future work are as follows:
1. A future trend is to consider multiple chronic diseases in case studies. Therefore, medical guidelines should be improved, the types and numbers of medical services involved identified and a new triage algorithm for multiple chronic diseases developed.
2. Resolving the aforementioned issue will pave the way for designing an adaptive decision-making platform for hospital selection within mHealth for multiple chronic diseases, such as heart disease, diabetes and hypertension. The platform should designate priority hospitals in case of multiple bookings by several patients and consider the diversity of healthcare service packages for patients with multiple chronic diseases.
3. Implement the proposed framework in a real-time application in telemedicine architecture.
4. In the event of a failed connection between mHealth and the designated hospitals, this research only provides temporary service recommendations for patients. Other services, such as practical first aid based on the triage algorithm, could equip the patient with the skills and knowledge to help save his life. As an example, videos or graphic directions can save a patient during a heart attack. The application can also create a patient profile containing the phone numbers of relatives for sending alarm messages in certain situations.
VII. CONCLUSION
The main goal of this research is to improve and continue providing healthcare services to risk patients with CHD. The improvements are achieved in the context of IoT by an FTF-mHealth-IoT framework in Tier 2. The state-of-theart and multifaceted contributions of this research are as follows: (i) designed a fault-tolerant framework for mHealth to ensure continuous healthcare services, (ii) identified a new algorithm (RLLT), (iii) proposed a decision matrix based on healthcare service package/TAH and hospital list crossover for hospital selection and (iv) used MCDM in hospital selection by adopting the unique AHP method for estimating small power consumption.
In conclusion, hospital selection provides conclusive evidence that ranking hospitals depend not only on the TAH criterion but also on the availability of services, which play a key role in the selection of the best hospital. Ranking hospitals cannot be determined by a specific situation because numerous factors combine to impact the priority setting at the hospital level, as discussed in the Results section. Finally, the implications of this study support indoor/outdoor patients with specific care requirements for their modern lifestyle and commercial and organisational medical services, as well as assist medical staff in terms of time support. 
